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PhD Studentship – Fine Grained Security and Control of Data Objects
School of Computing and Communications
Closing Date: 31st July 2020
Applications are invited for a fully funded PhD studentship supported by a partnership between Lancaster University and Amiosec.  
As cyber-attacks have become more sophisticated and insider threats become increasingly prevalent, there is an intensifying need to implement significantly better authenticity, integrity and confidentiality protections to the sensitive data objects (e.g. documents, emails, logs, etc.) found inside all organisational networks. An increased drive to utilise collaborative and shared working environments also contributes significantly to the need to apply these protections, alongside robust access controls to individual data objects within those systems. Preserving and understanding the provenance and integrity of individual objects is vital to supporting on-going operational and business requirements. This PhD will investigate these challenges around fine grained control, protection and access to data objects and files, and seek to develop new and novel technology solutions for the security and control of these data objects. 
This research programme is shaped by both the research expertise of Lancaster University, who are a provider of world-class research relating to the security of UK society, and the commercial challenges and customer demands identified by Amiosec. Lancaster University is recognised by both NCSC and EPSRC as an Academic Centre of Excellence in Cyber Security research and is ranked as one of the top Universities in the UK. Amiosec are a rapidly growing technology partner for UK defence, government and civil organisations. The company specialises in research and development that incorporates new and emerging technologies focused on enhancing customer capability. The key areas of focus are in the fields of cyber security, secure communications and network defence.
Industrial Engagement
This PhD benefits from strong industrial engagement with Amiosec who have world-class experts in the research and development of high assurance cyber security solutions and in-depth engagements with UK defence and government customers. The partnership with Lancaster University provides the successful candidate with unique insights into the problems faced by industry, the opportunity to spend time in the Gloucestershire area, and the chance to interact and collaborate with UK defence industry partners. 
Studentship and Eligibility
We are seeking applications from UK nationals with a good degree in a relevant discipline such as Computer Science, Cyber Security or Electrical Engineering.
The studentship includes:

· Full time PhD tuition fees 
· A tax free stipend of GBP £15,009 per year for 3.5 years.

Deadline for applications: 31st July 2020
Preferred start date: 7th September 2020 (date is flexible)
For further information or informal discussion about the opportunity, please contact Prof. Nick Race (n.race@lancaster.ac.uk).
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